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Emirati cyber-security experts needed

Emmanuel Samoglou

ABU DHABI /f More Emirati cy-
ber-security experts are needed
for the country to take full ad-
vantage of available technology,
experts say.

“We don't have enough experts
inall of the areas we need them,"

said Noura Al Suwaidi, manager
at the National Electronic Secu-
rity Authority.

Ms Al Suwaidi said that until
that need was met, the UAE's ef-
forts to become a leader in tech-
nologyleave it more exposed toa
growing “threat landscape”.

“Adoption of the latest techno-
logical trends - like cloud com-

puting, wearable devices, auto-
mating systems and processes
- they bring risks,” she said.
“We don’t want to stop the
adoption of technology. We want
to make sure our cyber-security
experts and critical sectors are

grown experts would not be easy.

“If the US, with 300 million
people, is having a problem
finding qualified individuals,
what does that mean for the
UAE and what decisions will
that force them to make in the

taking arisk-based approach.”  future?” Mr Davis asked.
Raytheon’s UAE leader Chris
Davis said producing home- Security, continued on 2 -}

Emirati cyber experts are needed

=} Security, continued from 1

“The demogmpﬁics and the
maths will be very challenging
forthe UAE.”

They were speaking yesterday
atan industry forum in AbuDha-
bi titled Bridging the Cyber-se-
curity Talent Gap, hosted by
the Arab Gulf States Institute in
washington and US defence and
commercial electronics compa-
ny Raytheon.

The institute said cyber-attacks
on “key installations” in Arabi-
an Gulf states cost US§1 billion
(Dh3.67bn) a year - an amount it
expected wouldincrease.

In 2014, the UAE suffered a 400

percentincrease in such attacks,
the institute said.

“It’s very important for us to
partner effectively with govern-
ment and industry to make sure
that the graduates we’re produc-
ing are going to be capable of
meeting the daunting challeng-
es,” said Prof Tod Laursen, presi-
dentof Khalifa University.

This week, the university will
be collaborating with Raytheon
on a four-day workshop that will
include discussions with experts
from the University of Texas’s
Centre for Infrastructure Assur-
ance and Security.

“That might be the most im-
portant piece, reaching young

professionals early in their ca-
reers, giving them access to the
sort of expertise that folks in
this room possess, and inspir-
ing them for the opportunities
they will have in the future to
contribute to this sector,” said
Prof Laursen.

Paul Rogers, general manager
of industrial cyber-security at
GE, said he was aware of cor-
porations that had been held
back from using technological
advances because of security
doubts.

“The reality is that it can be
done safely,” Mr Rogers said.

f» psamoglou@thenational.ae
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Cyber attacks cost Gulf states a whopping $1billion annually
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Cyber attacks cost Gulf states $1 billion
annually

Silvia Radan /Abu Dhabi
Filed on February 22, 2016 | Last updated on February 22,2016 at 06.24 am

’! i

Gulf states are training the next generation of e-security technicians, the UAE Security Forum heard on Sunday.
In 2014, the UAE saw a 400 per cent rise in targeted attacks, reaching nearly five per cent of the global total.

Cyber crimes have the upper hand over cyber security worldwide, simply because insufficient security data and not enough
people with the know-how in the field.In the Gulf Arab states, cyber attacks targeting key installations cost an estimated $1
billion annually, and these do not take into account losses from hacker group's attacks such as the Desert Falcons that target
businesses.Over 100 cyber security experts gathered in Abu Dhabi on Sunday to talk about the latest challenges of cyber
security, during the one day UAE Security Forum, organised by the global technology and cyber security company Raytheon
and the Arab Gulf States Institute in Washington. "We don't have enough human talent for cyber security, so we can't rival our

adversaries; we try to subsidise the lack of talent with big efforts in managing security services or centralising information,"


http://khaleejtimes.com/section/search&facet.filter=Byline:Silvia%20Radan
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pointed out Michael Daly, chief technology officer at Raytheon Cybersecurity.His
company recently conducted a survey, mostly directed at university students - 6,000
people between the age of 18 and 26 years old, 600 of whom were from the Middle East
and 200 from the UAE - showed that the Middle East is doing much better in training the

next generation of cyber security technicians than the rest of the world."When we asked

UAE cyber facts

the participants if any teacher talked to them about cyber security, two thirds said no, but

:md“'m “*': 40.per cent of th? Middle East respondents said yes,.which shows that the region here is
during 2014 doing better," said Daly.Also, only 16 per cent of Middle Eastern students have never

% LS‘W;zM cases of been to a cyber security class, as opposed to 45 per cent of students globally.When asked
> 40% of resichants bass inter- if they ever spoke to someone in the cyber security profession, only 20 per cent of all
ested in cyber socurity students said yes, while in the Arab region 53 per cent got to talk to a cyber security

expert."In 2013, the Ministry of Education introduced cyber security curricula for grades
one to 12," said Eman Al Awadhi, manager of security compliance operations at du.Yet, according to the Arab Gulf States
Institute in Washington, the UAE's environment for cyber threats is high, largely due to the majority of its society being
connected to the Internet - 85 per cent of UAE residents are online - as well as the UAE now being the global leader in smart
phone penetration.In 2014, the UAE saw a 400 per cent rise in targeted attacks, reaching nearly five per cent of the global total,
up from less than one per cent in 2013, while Dubai Police received a record number of 1,549 reported cases of cyber
attack.Although the government is facilitating studies of cyber security, the Raytheon survey, found that there is much interest
in the subject. "We found that in UAE over 40 per cent of respondents were less interested in cyber security this year than they
were last year," said Daly.Dr. Ernesto Damiani, chair of Information Security Group at Khalifa University of Science,
Technology and Research, said changing the way cyber security is taught may be the answer. "The companies should be there

from the start, on campus, to provide students the right capabilities and mentality."

silvia@khaleejtimes.com

Silvia Radan
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I'm a senior journalist with 22 years experience in all forms of mass media. Originally from Romania, I lived and work in
Bosnia, Uzbekistan, England and, for the past 10 years, in UAE. I specialize in art, culture, traditions, heritage, but also
environment and the hospitality industry. I'm passionate about jazz and world music, cinema, mythology and offroading - I'm a
marshal with one of UAE's offroading clubs!
http://khaleejtimes.com/nation/abu-dhabi/cyber-attacks-cost-gulf-states-a-whopping-1-billion-annually
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‘Health sector faces
risk of cyber crime’

UAE SECURITY FORUM DISCUSSES BEST WAYS TO PROTECT DATA

ABUDHABI

BY NADA ALTANHER
Staff Reporter

he health sector & ex-
pected to face attacks
by cyber criminals this

year, experts attending
a4 security conderence
in the capital sald yesterday.

Speaking at the UAE Secu
rity Forum (UAESF) 2016, Dr
Ermesto Damianl, professor and
director of the Information Se
curity Research Centre at Khal
ifa University, sald that the UAE
is 2 worldwide leader [n the
density of Its data collecting
SCNSOTS Per SQUAre metre - 2
move towards efficiency but not
without risk.

“Sensors like traffic radars
collect fnformation to wuphold
regulstions. Others in special
wsed facllities such as hospltals
kead 20 better decision making
and optimisation of processes
But the sensars need 10 be con-
nected 1o the computers where
collected data & analysed and
the decisions are naade,” be
told Gulf News.

“This comnections point Is
where maliclous activity is
Hkely to occar. It is In a sense
the other side of the coin. So we
must make sure that when the
sensocs deliver Information to
decision - making entities, these
units are protected against at
tacks for fear of the turmod] that
stealing or forging information
may cause,” he added,

Despdie this, Dr Damiand sadd
that the UAE & “reasonably

well protected” against cyber

Countering risks
Michael Daly, Dr Emesto Darmsan! and Eman Al Awadl,

Manager, Security Compliance, du. at the UAE Security
Forum yesterday.

attackers relative to the value of
tnformation belng collected by
various peivate and governmsent

Howevey, the risks of mak
ing health-care information
public means that Individaals®
persosal, medical and even
nancial data becomes avaliable
20 criminals

‘Financial fraud’

“They may use it for black
mall, as a2 means for financial
frand when a person’s credit
card detalls are on file, or even
to attack other members of that
person's family sinoe most of us
usually give that information
ot to our health-care provid-
ers as a matter of protocal,*
Michael Daly, Chief Technol-
ogy Officer at Raytheon Cy-

bersecurity, told Gulf News. Dr
Damlani sald that Individuals
have 10 care about their infor
mation being protected even if
it s the seemingly trivial infor
mation found on personal met
ric measaring devices that are
normally worn oa the wrist,

“These devices normally
demonstrate the pattern of life
one has — so what time they
ieave thelr bome, where they
20, ¢t

“If In the wrong hands, the
GPS tracier usually oo the de-
vices may give criminals the
oppartunity to rob or even at
tack users. The other way these
devices can be used i hacked
into IS as a storage unie for fllic-
itly obtalned information such
as bank fraud detalls or even

child pornography,™ sadd Daly.

Press Cuttil




QKD
anaa Burson-Marsteller Press Cuttln(

Publication:  alwatannewspaper.ae Arabic Headline Summary:
Country: Internet
http://www.alwatannewspaper.ae/news.php?n_id=63033
UVPM: 26268 B 3
: Raytheon and the Arab Gulf States Institute in
d
Date: 22" February 2016 Washington host forum to set development path for
Page: (1/1) cyber expertise
Colored: v B&W:

oy cal) ‘{J dlula¥) & saliged
wauais 100 3¢ Lanaddal aY¥ 3« (@3B

Jsd g O adadiy "Osad! 3 G ade " 0pdld II) o s easlel)l uaxcd, e %td &uadd\ ‘Uuau.{n_lr:l()() Op i el gz
; gt led) suoa@s -daisdr Iz s bus "hits o igedz Y
sz rodg el s ubsd @dls sd sl souedUeig sz S gl doddh det Uiss Sloualzedte 2t JJIE sl
L}d-‘fﬁ‘weuﬁﬁjﬁd\" Aoz e ;jcuﬂ'&@\&@ﬁg}&)geﬁ‘)}ﬂ‘i\ O?db Bqd\gj\\tzjduﬁdu)dc @J.ﬁk)d\ L}Lﬁﬁ?’.‘.’"ﬂ,l):‘ U_lé&{'_itz ‘SQ)E@U.—'D \)?d‘
sliyaglhs asitinbiih b sidlegd JUs 280 o335 agas sz dlizediens LaleUnligr dée e digaogaddul sl slp s s gb
Jzedged sw e dog 358 gabasdizlzds Slad) 35 0558V (50 reklpdId 3 udbdz dsdes suallingddds s
g sandbdi 31 dab 30 Jopall) DY) acpiriirs e I I Gsagisd s domadlloedl Slaxg s Jsd ons «ovl g riggang dJIG
) u\)\ed‘\ adja Lﬁu w lo ?@ug‘”@J“@E@ZJJ&}@ZM‘L\U@‘
sz} sed Shgd oegh Ol rodlie Y Iduag Cdise g wdz sbadlogs sedl alaiY) (e Be s (par 3l (Onl g xisloab
'S@lund} oid@bqa Jaala d‘Ced“Ja dh_'i a@}&dﬁ\@cd‘_}
Sle suased @ gy 3@&3@%\3@@4&35@50;*@\@60 g obasl sdssedizdid) s Ja&" By s Jgulp 3 )LS—“LHJ‘&)» Sl s
3385 puie Az douadlise s e Gp ol T r s s s 0%dls 3@ sl e W) el sg) O sl Uglhs )5 s p0ad)
U e OslpBleerdbi sl ) hats sl r@dds e ggday sdielad D sbed e g ek
3 led 180l ¢ s sd sl ad B sl Uyl Lﬁ‘d‘"C{@u:'&d‘é*‘cdb L3S JE 3505 gt ) sgsg oz Jag Sudz dag@a\@l&_a e s
o2 s cada s g Slad) bt | sddsed s oalE ds p s e bdlee Ggr wiugdd Caua s s igit el asotels sdsdl gl wgp s
 dehluidldeingh bl s b ol s
B pdigdhondais by ol agdlied) te dsg sapddlate i doed) o sdited) 304 dudgedntirodalinse cdled
.)L\Cﬁgﬂaﬁa s ket Q’cbc“){\ &JC‘} B&JBQJ;@@ )‘Ut?&z?}h@ sd ‘gd@j? Lﬁﬁj)d}“ ug‘)!\ d\C? M\t 30 Gd&"‘%% A58
BUACJ <l aad) L,LQ;:@J eSS Q@J& I Q@Hﬁ Omg‘uﬁ Jdge a\wﬁ 5 <l Jgédj\aigax det s.L.C 5 Slzlaph s@@ﬁzu@ﬁ Sl g
) ) S bltd.u._vc\}d\ sdarliclel s I 20g 5@1: N Eacued@&du\)\edj s L}Uh.ethbed“
Cszd e teuks 1Bk a1 500 ga sdshd 0 5kp s 0l Barglispd S laY) s ks s v IFDdsdiinallad
. 2030 °g$3)d‘ueua\° bl d‘ﬂcudj\?d‘ ?&Ad Lﬁi!)‘ﬂﬁu.)?d‘ d‘cr& ék_i $ b‘_&‘ad\\p 9 u‘}Ju @td?&“odp‘u)‘} eé@)\
s bua);eé-w@h O 30 "5l s gl 550l Bl sidp B s s e A3 g0 V) ¢ b sl e
s disd e gelonie ot £ sledlaknndB-22 s phidig dld s3eds Laheplied) Sldl 3 s i ool sl ol
adledm oy aldiscigaracasidICenter for Infrastructure Assurance and Security sedgadl ssgsbiilos (losdl s s gl 5 3daz dJ


http://www.alwatannewspaper.ae/news.php?n_id=63033

asdaa e

podyleon Jluadl @hliall S gl Sl s el Sele i dlUagdInins g 1l sslge ) s3r edbldl Jlsd dmunled
_BJL;GJ\
http://www.alwatannewspaper.ae/news.php?n id=63033+#sthash.AdIGrULB.dpuf -



http://www.alwatannewspaper.ae/news.php?n_id=63033#sthash.AdIGrULB.dpuf

asdaa e

Press Cutting

o Alroeya Arabic Headline Summary:

Publication:

UAE
Country: . .

80.000 UAE Security Forum focuses on cybersecurity talent gap
circulation: , Rayth d the Arab Gulf States Institute in Washingt

aytheon an e Arab Gu ates Institute in Washington

Date: 22 February 2016 host forum to set development path for cyber expertise
Page No:
Colored: v B&W:

dalgall ol GHi) agall

oAbyl - Sladl juad Gaib b palaly
eeSall glaill (a pavaiie 100 gas uel
= sl gaiie, ?wﬁ&lg welilly
aae @aaI5H wpakin 45y Bile s a3l
ity b Ayt galdll Jga
FUaiN s adanie auulpll Siadag
19Jglid | pmanaalS Flg ol atlg agiall
Laaylga wiildgl (e whise ¥l Gasad i
fagh SAMAS peglall el JSLIG lASIS))ae

wrugiaialll ol

Juigal . jujallac alls o

gl LaasstS 1 agall piidgsl b Sl
O O9aiil 1 3g)XS AT Bl dualal!
anasaiiall (Hoaisy AS g Adula dxaly
*etnadlall SIS Wl SLIAD Jlaw
Aubaally aaiellg acliad §lgaut
Rgall 3 &Syl Gl chahyhs J auogly
S35 £ dpasalS ¥ Of s yhgTmsys
OadL Glaks lash paslalll pladlly ol

Jaodal) Aanuaiis dansdad sy Gioly

Al Roeya Online:

http://alroeya.ae/2016/02/22/317453/%D8%A7%D9%84%D9%8 A%D9%88%D9%85-
%D8%A5%D8%B7%D9%84%D8%A7%1D9%82-
%D8%AT7%D9%84%D8%A3%D9%83%D8%A7%D8%AF%D9%8 A%D9%85%D9%8 A%D8%A9-
%D8%AT7%D9%84%D8%AF%D9%88%D9%84%D9%8 A%D8%A9-%D9%84%D9%84%D8%A3%D9%85%D9%86/



http://alroeya.ae/2016/02/22/317453/%D8%A7%D9%84%D9%8A%D9%88%D9%85-%D8%A5%D8%B7%D9%84%D8%A7%D9%82-%D8%A7%D9%84%D8%A3%D9%83%D8%A7%D8%AF%D9%8A%D9%85%D9%8A%D8%A9-%D8%A7%D9%84%D8%AF%D9%88%D9%84%D9%8A%D8%A9-%D9%84%D9%84%D8%A3%D9%85%D9%86/
http://alroeya.ae/2016/02/22/317453/%D8%A7%D9%84%D9%8A%D9%88%D9%85-%D8%A5%D8%B7%D9%84%D8%A7%D9%82-%D8%A7%D9%84%D8%A3%D9%83%D8%A7%D8%AF%D9%8A%D9%85%D9%8A%D8%A9-%D8%A7%D9%84%D8%AF%D9%88%D9%84%D9%8A%D8%A9-%D9%84%D9%84%D8%A3%D9%85%D9%86/
http://alroeya.ae/2016/02/22/317453/%D8%A7%D9%84%D9%8A%D9%88%D9%85-%D8%A5%D8%B7%D9%84%D8%A7%D9%82-%D8%A7%D9%84%D8%A3%D9%83%D8%A7%D8%AF%D9%8A%D9%85%D9%8A%D8%A9-%D8%A7%D9%84%D8%AF%D9%88%D9%84%D9%8A%D8%A9-%D9%84%D9%84%D8%A3%D9%85%D9%86/
http://alroeya.ae/2016/02/22/317453/%D8%A7%D9%84%D9%8A%D9%88%D9%85-%D8%A5%D8%B7%D9%84%D8%A7%D9%82-%D8%A7%D9%84%D8%A3%D9%83%D8%A7%D8%AF%D9%8A%D9%85%D9%8A%D8%A9-%D8%A7%D9%84%D8%AF%D9%88%D9%84%D9%8A%D8%A9-%D9%84%D9%84%D8%A3%D9%85%D9%86/

an§>a B;r‘io'n-MarSteller

Publication: Al Watan - News
Country: UAE

Circulation: 109,000

Date: 22t February 2016
Page No: 12

Colored: v B&W:

Arabic Headline Summary:
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Washington host forum to set development path for
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UAE Security Forum focuses on cyber security talent
gap

ABU DHABI: More than 100 leaders from across government, academia and the private sector gathered for
the Raytheon-sponsored UAE Security Forum today at the Emirates Palace. The forum brought focus to a
key topic of global and national security: bridging the cyber security talent gap.


http://www.citynews.news/uae-security-forum-focuses-on-cyber-security-talent-gap/
http://www.citynews.news/uae-security-forum-focuses-on-cyber-security-talent-gap/
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Raytheon (NYSE: RTN), a global technology and cyber security expert, sponsored the forum as part of its
global efforts to help develop professionals to meet the challenges of this dynamic domain. The event was
organized and hosted by the Arab Gulf States Institute in Washington (AGSIW) to help focus on the current
state of cyber security in the Emirates and the need to broaden the cyber workforce.

“The success of the UAE Security Forum provides the perfect launching point for Raytheon’s week of cyber
educational engagement in the Emirates,” said Dave Wajsgras, president of Raytheon Intelligence,
Information and Services. “This diverse and talented group of people came together to focus on cyber

security and the development of expertise to meet the global security challenges in this crucial domain.”

Former U.S. Ambassador to the United Arab Emirates Marcelle M. Wahba, president of AGSIW, said the
forum allowed for “an incredible amount of important subject matter to be discussed in just one day...Serious
cyber security measures are vital to national and global security in the 21¢Century. We have taken some very
productive steps today through the UAE Security Forum, and the Institute looks forward to continuing this
work with Raytheon and its partners.”

One of the forum’s highlights was the session called “Creating a 21st Century Cyber Workforce.”"Moderated
by Dr. Lydia Kostopoulos, assistant professor at Khalifa University’s Institute of International and Civil Society,
the session drew on a diverse panel of participants. Experts from government, the private sector and
academia explored how the UAE can leverage its resources and partnerships and build a sustainable talent
pool of cyber security specialists.

Forum attendees also heard from John C. Inglis, former deputy director of the U.S. National Security Agency,
as he delivered an insightful keynote speech. As a leading expert with more than three decades of experience
in the technical and cyber security fields, Inglis helped forum attendees better understand the current cyber
threat matrix and emerging measures to counter them.

The security forum’s final session drew on the assembled expertise of attendees to develop an action plan for
development of cyber security professionals in the UAE.

“‘Raytheon’s longstanding partnership with the UAE covers a wide range of security issues, said Chris Davis,
Raytheon’s business executive in the UAE. “The intent is to use our deep expertise in cyber security to help
the Emirates meet its Vision 2030 objectives.”

Raytheon will launch its global Cyber Academy initiative with a four-day workshop at Khalifa University,
beginning Feb. 22. The workshop will give students instruction from cyber experts from the University of
Texas — San Antonio’s Center for Infrastructure Assurance and Security. The CIAS was recently named the
top cyber education program in the United States. The workshop will end with a cyber competition, in which
the students will test their new skills. PR



